
CAREERS THROUGH MATHS: SYSTEMS ADMINISTRATOR

JOB DESCRIPTION

A Systems Administrator is responsible for the day-to-day operation, maintenance,

and  security  of  an  organisation's  computer  systems  and  networks.  Their  work

environment is typically a server room or data centre, often within a wide range of

sectors  including finance (e.g.,  banks  in  the City  of  London),  the  National  Health

Service (NHS),  retail  giants like Tesco or Sainsbury's,  and the public sector (e.g.,

local councils or government departments like HMRC). Key duties involve installing

and configuring hardware and software, managing user accounts and permissions,

monitoring  system  performance  to  prevent  downtime,  and  implementing  robust

cybersecurity measures to protect sensitive data from threats.

On a daily basis, a SysAdmin might be tasked with automating a backup routine for a

critical  database,  patching  a  vulnerability  in  a  server  operating  system,  or

troubleshooting a network outage affecting a remote office. A common project could

involve  planning  and  executing  a  large-scale  migration  to  a  cloud  platform  like

Microsoft  Azure  or  Amazon  Web  Services,  which  requires  meticulous  resource

planning  and  risk  assessment.  For  a  UK-based  e-commerce  company,  this  could

mean ensuring the website remains online and performs optimally during peak traffic

periods like Black Friday, directly impacting revenue and customer satisfaction.

Mathematics is central to this role, providing the logical foundation for nearly every

task. It is not merely about arithmetic; it is about a structured, analytical approach to

problem-solving.  SysAdmins  use  mathematical  concepts  to  calculate  storage

requirements,  model  network  traffic,  analyse  performance  data  to  identify



bottlenecks, and apply cryptographic principles to secure data transmissions. This

quantitative  approach  ensures  systems  are  efficient,  resilient,  and  cost-effective,

making  the  Systems  Administrator  a  key  guardian  of  an  organisation's  digital

infrastructure.

The role demands a high level of precision and adherence to IT service management

frameworks  such  as  ITIL  (Information  Technology  Infrastructure  Library),  a  best

practice  framework  adopted  by  many  major  UK  organisations.  Effective

communication is also crucial, as they must often translate complex technical issues

and  mathematical  projections  into  clear,  actionable  advice  for  non-technical

stakeholders and management.

HOW MATHEMATICS IS USED

Binary Arithmetic and Boolean Logic: This is the fundamental language of all

computing  systems.  SysAdmins  use  binary  to  understand  subnetting  in  IP

addressing, a core networking task. For example, calculating a subnet mask for a

new office network at a UK university requires converting between decimal and

binary to determine the range of usable IP addresses. Boolean logic (AND, OR,

NOT)  is  essential  for  constructing  complex  search  queries  in  system  logs,

creating firewall rules (e.g., "block traffic from this IP range AND this port"), and

writing automation scripts.

Calculus (Rate of Change): Systems Administrators use concepts from calculus,

particularly rates of change, to perform capacity planning and trend analysis. By

analysing the first derivative of a function modelling disk space usage over time,

they can predict when storage will be exhausted. For instance, a SysAdmin at the

BBC's  iService  might  analyse  the  rate  of  growth  of  video  content  archives  to

forecast  when additional  storage arrays must  be procured,  ensuring seamless

service for millions of users and avoiding costly last-minute purchases.

Discrete Mathematics (Graph Theory): Graph theory is vital for modelling and

troubleshooting  network  topologies.  SysAdmins  visualise  their  network  as  a

graph  of  nodes  (routers,  switches,  servers)  and  edges  (network  links).  This

model helps them calculate the most efficient data paths, identify single points of

failure that could bring down a network for a high-street bank's trading floor, and

plan redundant  connections  for  resilience.  Algorithms for  finding the  shortest

path are inherent in how network routing protocols like OSPF operate.
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Probability  and Statistics: This  area  is  critical  for  performance analysis,  risk

assessment,  and  cybersecurity.  A  SysAdmin  uses  statistical  analysis  on

performance monitor data (e.g., CPU utilisation, memory usage) to establish a

baseline for "normal" system behaviour. They can then use statistical deviation to

identify anomalies that indicate hardware failure or a security breach, such as a

sudden spike in outbound traffic from a server. Probability is used to calculate

risks associated with  system changes and to  model  the likelihood of  different

failure scenarios in a disaster recovery plan for a company like Aviva or Legal &

General.

Cryptography  (Number  Theory): While  not  developing  cryptographic

algorithms themselves, SysAdmins must understand the mathematical principles

behind them to implement them correctly.  This includes managing Public Key

Infrastructure  (PKI),  which  relies  on  prime  number  factorisation,  to  secure

websites  with  SSL/TLS  certificates.  They  use  this  knowledge  to  configure

encryption for data-at-rest (e.g., using BitLocker on NHS laptops to protect patient

data) and data-in-transit, ensuring compliance with UK regulations like the Data

Protection Act 2018 (GDPR).

KEY SKILLS & TOOLS

Skill/Tool Application

Scripting

(PowerShell/Bash)

Used to automate repetitive mathematical tasks. For example, a

PowerShell script could automatically calculate the average CPU

load across 100 servers every hour, triggering an alert if it exceeds

a statistically derived threshold, saving countless hours of manual

checking for a team supporting a national retailer's infrastructure.

Monitoring

Software

(SolarWinds,

PRTG)

These tools collect vast amounts of performance data. SysAdmins

use them to graphically visualise trends and apply statistical

functions to metrics like network latency and packet loss, enabling

them to pinpoint the mathematical root cause of performance issues

in a FTSE 100 company's network.

This tool captures network traffic. SysAdmins use it to perform

mathematical analysis on traffic flows, calculating packet
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Wireshark

(Protocol

Analyser)

throughput, identifying retransmission rates (which indicate

network problems), and analysing protocol timings to diagnose

performance bottlenecks affecting a VoIP system in a UK call centre.

Python

Used for complex data analysis and automation beyond simple

scripts. A SysAdmin might write a Python script using the Pandas

library to perform a regression analysis on years of storage growth

data to create a more accurate, long-term forecast for budget

planning at a UK university.

Virtualisation

Platforms

(VMware

vSphere)

SysAdmins use these to mathematically allocate physical resources

(CPU cores, RAM) to virtual machines. This involves calculating

ratios of overcommitment to maximise hardware efficiency without

compromising performance, a key cost-saving activity in any UK

data centre.

Incident

Management

(ServiceNow/Jira)

When communicating an outage to stakeholders, SysAdmins must

present mathematical data clearly: "The database server's I/O

latency has increased by 300%, exceeding our 99.9% uptime SLA.

We expect a resolution within 2 hours based on mean time to repair

(MTTR) calculations."

Root Cause

Analysis (RCA)

This is a structured method for problem-solving. After resolving an

incident, SysAdmins use RCA to mathematically model the chain of

events that led to failure, often using techniques like fault tree

analysis to calculate probability and ensure the problem does not

recur, a standard practice in ITIL-aligned UK organisations.

Typical Pathway: The most common route is through a combination of education and

industry certifications. Strong GCSEs (A*-C/9-4) in Mathematics, English, and ICT/

Computer Science are essential,  followed by A-levels or equivalent (e.g.,  a  BTEC

Level  3  Extended Diploma in  IT)  with  a  strong mathematical  or  computing focus.

Many professionals then complete an undergraduate degree in Computer Science,

Network Engineering, or a related field; top UK universities for these subjects include

the  University  of  Cambridge,  Imperial  College  London,  and  the  University  of

Southampton. An increasingly popular alternative is a Level 4 Network Engineer or

Level 4 DevOps Apprenticeship, which combines paid work with study. Entry-level

positions  such  as  IT  Support  Technician  or  Help  Desk  Analyst  provide  crucial

experience.  Career  progression  involves  moving  into  senior  SysAdmin  roles,

specialising in areas like cloud (AWS/Azure), security, or networking, and eventually

into architecture or management positions. Key industry-recognised certifications that



boost  employability  in  the  UK include  CompTIA Network+,  Microsoft  Certified:

Azure Administrator Associate, and AWS Certified SysOps Administrator.

Industry Demand: Demand for  skilled Systems Administrators  in  the UK remains

consistently high. According to the UK government's official shortage occupation list,

IT professionals, including systems engineers, are in significant demand. The growth

of cloud computing, cybersecurity threats, and big data analytics are key drivers. The

UK's  push  towards  digital  transformation  across  the  public  and  private  sectors,

including  initiatives  like  NHS  Digital,  ensures  that  professionals  with  strong

mathematical and technical skills to manage complex, scalable systems are highly

sought-after.

Real-World Impact: Systems Administrators are the unsung engineers of the digital

age, ensuring the stability and security of the services that modern UK society and

economy  rely  upon.  Their  mathematical  work  ensures  the  integrity  of  financial

transactions in the City of London, protects the sensitive patient data held by the NHS,

and  guarantees  the  availability  of  online  grocery  deliveries  from  companies  like

Ocado. By optimising system performance and automating processes, they directly

contribute to organisational efficiency, cost reduction, and innovation, making them

vital to the UK's competitiveness in the global market.
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